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1. Purpose

HealthShare Exchange of Southeastern Pennsylvania, Inc. (HSX) employees, interns,
contractors, members, participants, users, and third parties must comply with HSX
information security policies and procedures, federal regulations (e.g., HIPAA, HITECH),
state regulations (e.g., data breach notification laws, health codes), and accreditation
standards related to information security (e.g., Joint Commission).

The purpose of this policy is to ensure that violations of information security and privacy
policies, procedures, regulations, and standards including terms of use are addressed
through a sanctions process. Any sanctions that are taken would be done under the
direction of the HSX Executive Committee and in coordination with the HSX member when
applicable. HSX would not be involved in applying any direct sanctions to workforce
members who are HSX users. However, HSX could revoke access to the HSX Network for
any HSX user of a participating member as appropriate.

2. Scope

This policy applies to all employees, contractors, members, participants, users including
HSX members’ workforce, interns, and third parties regardless of physical location.

3. Policy

HSX shall ensure that HSX information privacy and security policies/procedures, Federal
and State regulations, and accreditation standards are followed and that appropriate
sanctions are taken against employees, contractors, members, participants, users, and third
parties who violate them.

e All HSX employees, interns, third parties, members, participants, users and
contractors shall be responsible for complying with regulations, accreditation
standards, HSX policies, federal regulations (e.g., HIPAA, HITECH), state regulations
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(e.g., data breach notification laws, health codes), and relevant accreditation
standards.

Employee and Contractor Disciplinary Process:
e Failure to comply with policies and procedures shall result in disciplinary action.
e HSX shall develop and employ a formal disciplinary process for employees, interns
and contractors who fail to comply.
¢ Potential sanctions resulting from the disciplinary process shall include but are not
limited to:
o Remedial training
Informal counseling
Formal counseling
Suspension or removal of access rights to HSX information assets
Performance evaluation impacts and documentation
Suspension or rescinding of promotion.
Transfer from current job position
Termination of employment with HSX.
o Termination of Contracts with Vendors

O O O O O O O

e HSX shall appoint a contact in Human Resources to support the discipline of
employees and/or contractors involved in security incidents.

e HSX shall maintain a list of employees and contractors involved in security incidents
including the outcome of the investigation.

e Ifa failure to comply has been alleged to have occurred but prior to the result of the
disciplinary process, in cases where the Chief Information Security Officer (CISO)
determines that allowing employees and contractors to retain access rights to HSX
information assets presents an unacceptable risk to HSX, access rights to HSX
information assets may temporarily be suspended.

e In cases where civil or criminal charges are involved, the CISO shall work together
with Human Resources and HSX Legal Counsel where appropriate to determine and
take appropriate legal action.

Members’ Responsibilities:

e With guidance from HSX, each HSX Health Information Exchange (HIE) Member
designates authorized users for the HSX network. The Member must ensure that
such Member’s users and all other workforce, agents and contractors shall comply
with HSX privacy and security policies when accessing and using the HSX HIE.

e Ifa Member learns of or suspects a violation of an HSX Privacy or Security policy
and/or evidence of unauthorized use of the HSX network, the Member shall report
such violation as soon as is reasonably possible to the HSX CISO or the HSX Privacy
Officer. This reporting does not relieve the Member from its own continuing duty to
take appropriate action against its workforce for violations of its internal policies
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and/or federal or state law governing the use and disclosure of a patient’s data
obtained through HSX.

A Member shall require its own respective users to report violations to that
Member, and shall adopt appropriate action for failure to do so.

HSX Member Investigatory Period and Administrative Suspension:

The HSX Executive Committee shall authorize the CISO and Privacy Officer to
establish operational procedures for auditing compliance with HSX policies and for
conducting investigations upon discovery of potential non-compliant events and
upon receipt of a complaint.

HSX CISO and Privacy Officer will coordinate its investigation of a user with the
Member who authorized the user.

During any investigation, HSX may temporarily suspend access to the HSX HIE until
the investigation is completed.

Based on the findings of the audits and discovery activities (Findings), the CISO in
collaboration with the HSX Privacy Officer shall present such Findings to the HSX
Executive Committee, legal counsel, and/or HSX Board in a timely manner for its
review and determination to impose sanctions, if any.

HSX Executive Committee Determination and Sanctions:
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Upon receiving the Findings, the HSX Executive Committee shall make a
determination with regard to whether sanctions should be imposed upon a Member.
In addition, the HSX Executive Committee could determine whether or not access to
the HSX Network should be revoked for an HSX user of a participating member
organization.

Based on the Findings, the HSX Executive Committee shall render a determination
whether or not to impose a sanction in accordance with the following:

o Based on its interpretation of the Findings and the severity of the
violation, the HSX Executive Committee may issue a sanction against the
Member or the user.

o Inits discretion, the HSX Executive Committee may issue a sanction
against a Member and its entire staff, or to selected users.

o Any sanctions imposed by the HSX Executive Committee against a user or
a Member will affect rights with regard to the HSX HIE under the Member
Agreement. All specific “employment” and/or other “disciplinary” actions
that may be taken against any user or member of a Member’s workforce
are reserved to the respective Member.

o The HSX Executive Director on behalf of the HSX Executive Committee
shall transmit its determination to the affected Member and applicable
user by letter via the U.S. Postal Service or a commercial delivery service.
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The determination letter shall specify whether a Sanction has been
imposed or not.

o Ifthe HSX Executive Committee determines not to impose any sanctions,
then the suspension shall immediately end and the ability to access and
use the HSX HIE shall be reinstated in full.

o HSX shall follow all federal and state laws regarding reporting of legal
violations to state and federal authorities and shall cooperate with state
and federal authorities for any investigation that such authorities may
initiate.

o The Executive Committee shall report significant incidents requiring
sanctions to the Board.

Appeal:

e A Member or user whose access to the HSX HIE has been terminated shall be
afforded an opportunity to make an appeal to the HSX Executive Committee. Any
such request for an appeal must be submitted by written letter within seven (7)
calendar days and state the specific reasons and information supporting why the
HSX Executive Committee’s sanction should be overturned. A letter sent via the U.S.
Postal Service or a commercial delivery service, with confirmed, signed delivery,
shall be the only acceptable means of delivering such a letter.

e HSX may request written statements from any other parties involved in the matter
that could have an impact on the decision made with regard to the sanction.

e All determinations made by the HSX Executive Committee shall be on the record
only. There will be no personal appearances afforded to any party.

e The sanction previously imposed by the HSX Executive Committee shall continue in
full force and effect until a final decision has been made.

e The HSX Executive Committee shall render a final decision to uphold or overturn the
sanction. The final decision shall be transmitted by letter via the U.S. Postal Service
or a commercial delivery service. The determination by the HSX Executive
Committee upon appeal shall be FINAL, and there will be no further administrative
rights afforded to a recipient of a sanction.

4. Procedure

None

5. Enforcement

The CISO and Privacy Officer shall be responsible for enforcing compliance with this policy
under the direction of the Executive Director.
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Participants and members are responsible for ensuring compliance with this policy for
their own entities.

6. Definitions

For a complete list of definitions, refer to the Glossary.

7. References

Regulatory References

e HIPAA Regulatory Reference: HIPAA §164.308(a)(1)(ii)(C), HIPAA §164.414(a),
HIPAA §164.530(e)
e HITRUST Reference: 02.f Disciplinary Process
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